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Tabl

eau des tests

N° Simulation Résultat attendu Résultat obtenu
Vérification de la
présence du VLAN ) o\ AN 3 (v_TEST) est
g OemEE Ve ey présent et actif sur tous Succes
25 CEUEEmETS les équipements ciblés
Cisco IOS via le quip
playbook Ansible
e e Labamre ACCES
la banniére (MOTd) SECURISE -
2 o EQUIPEMENT Succes
sur les équipements N .
. [hostname]" est affichée
via e playbook sur tous les équipements
Ansible quip
Vérification de la
configuration du Le serveur NTP
3 serveur NTP 192.168.3.254 est Succes

(192.168.3.254) sur
les équipements via
le playbook Ansible

correctement configuré
sur tous les équipements

Tous les tests ont été exécutés avec succés. Les captures d'écran correspondantes sont & insérer dans la
colonne prévue a cet effet.

Banniére éguipement :

t1on

ent, X server and network tools)

» SSH session to
* Direct SSH
« SSH compression :
« SSH-browser )
« X11-forwarding : x

(disabled or | by server)
(disabled for Cisco compatibility)
(disabled for Cisco compatibility)
» For more info, ctrl+click on help or visit our website,

ACCES SECURISE - EQUIPEMENT rnet1
NET#




» SSH session to
e Direct SSH

* SSH-browser
* X11-forwarding

» For more

wntfo,

MobaXterm Perso

(SSH client,

* SSH compression

ctrl+click on help

1al gt

X server and network

x (disabled
(disabled

or

tools)

by server)

for Cisco compatibility)
x (disabled for Cisco compatibility)

or visit our websi

e

ACCES SECURISE - EQUIPEMENT rnet2

RNET244

» SSH session to
* Direct SSH
*» SSH compression
» SSH-browser
« X11-forwarding

» For more

* MobaXterm Persor

info, ctrl+click on helj

il Ed on v25

(SSH client, X server and network tools)

(disabled or pC | by server)
(disabled for Cisco compatibility)
(disabled for Cisco compatibility)

or visit our

website

ACCES SECURISE - EQUIPEMENT sw_net

SWNET#
SWNET#ll

M

(SSH

ba Ed11
client, X

S 7‘}\:' v L 2 ¢
server and network tools)

» SSH session to
* Direct SSH
» SSH compression :
» SSH-browser
*« Xii-forwarding

sabled or ppt by server)
sabled for Cisco compatibility)
tsabled for Cisco compatibility)

di
d1
d

» For more , ctrl+click on he

~A N

or visit our website.

ACCES SECURISE - EQUIPEMENT swdmz intermediaire

SWDMZ_INTERMEDIAIRE#E




lobaXterm Personal Edit .
(SSH client, X server and PP‘MO’K roulqu

» SSH session to
* Direct SSH
* SSH compression : x (disabled or i | ted by server)
* SSH-browser : X (disabled for CLSCO compatibility)
* X11-forwarding : x (disabled for Cisco compatibility)

» For more info, ctrlsclick on help or visit our website.

ACCES SECURISE - EQUIPEMENT swdmz_1interne

SWDMZ_INTERNE#
SWDMZ_INTERNE#|

« MobaXterm Personal Edition v25.3 -
(SSH (LLC”L, X server d”d ne LW()[k LOU‘L‘:l

» SSH session to ad 1
* Direct SSH P
* SSH compression : x (duisabled or not port by server)
¢ SSH-browser : X (disabled for CISCO compattblllty)
 X1i-forwarding : x (disabled for Cisco compatibility)

» For more info, ctrl+click on help or visit our website

ACCES SECURISE - EQUIPEMENT sw_coeur

SWCOEUR>J

Mk m Par - ] {41
* MOopaAterm rersona RN

(SSH client, X server and network tools)

» SSH session to
* Direct SSH v
* SSH compression : x (disabled or ted by server)
SSH-browser : X (disabled for Cisco compdt bility)
» X1i-forwarding : x (disabled for Cisco compatibility)

For more info, ctrl+click on help or visit our website.

ACCES SECURISE - EQUIPEMENT sw_rc




baX Perse Edition v25.3
(SSH client, ver and network tools)

» SS5H session to
* Direct SSH
« SSH compression : x (duisabled or t ed by server)
* SSH-browser : %X (disabled for Cisco rompaT1b1L1ty)
» X11-forwarding : x (disabled for Cisco compatibility)

» For more info, ctrl+click on help or visit our website.

ACCES SECURISE - EQUIPEMENT sw_1e

Switch 1e#l)

fy Keyboard-interactive authentication prompts from server:
| Password:
(9 End of keyboard-interactive prompts from server

obaXterm Persona

(SSH client, X server and network tools)

» SSH session to ad
* Direct SSH v
» SSH compression : x (disabled or ' port by server)
* SSH-browser : X (disabled for (19(0 (ompat1b1l1ty)
» X11-forwarding : x (disabled for Cisco compatibility)

» For more wnfo, ctrl+click on help or visit our wehsite.

ACCES SECURISE - EQUIPEMENT sw_2e

Vérification de la bonne présence des VLAN :
SWCOEUR#sh vl

VLAN Name Status Ports

1 default

V_TEST
COMPTA
MARKETING
COND
LIVR

RD

IT

ADM
DIRRH
SRV
Archxve

fdd1 default act/unsup
token-ring-default act/unsup
fddinet-default act/unsup
trnet-default act/unsup




Switch_RC#sh vl

VLAN Name

1

3

10
20
30
40
50

70
80

160

default

V_TEST

COMPTA
MARKETING

COND

LIVR

RD

IT

ADM

DIRRH

SRV

Archive
fddi-default
token-ring-default
fddinet-default
trnet-default

Switch_le#sh vl

VLAN Name

default

V_TEST
COMPTA
MARKETING
COND
LIVR

RD

IT

ADM
DIRRH
SRV
Archive

2 fddi-default
token-ring-default
fddinet-default
trnet-default

act/unsup
act/unsup
act/unsup
act/unsup

Status

active

act/unsup
act/unsup
act/unsup

act/unsup

Ports




Switch_2eServ#sh vl

VLAN Name

COMPTA

MARKETING

COND

LIVR

RD

IT

ADM

DIRRH
100 SRV

VLANO200
1002 fddi-default
1003 token-ring-default
1004 fddinet-default
1005 trnet-default

SWDMZ_INTERMEDIAIRE#sh vl

VLAN

default

V_TEST
fddi-default
token-ring-default
fddinet-default
trnet-default

SWDMZ_INTERNE#sh vl
VLAN Name

1 default

3 V_TEST

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

active
active
active
act/unsup
act/unsup
act/unsup
act/unsup

Status Ports

act/unsup
act/unsup
act/unsup
act/unsup

Status Ports

act/unsup
act/unsup
act/unsup
act/unsup




SWNET#sh vl

VLAN

default

V_TEST
fddi-default
token-ring-default
fddinet-default
trnet-default

ntp server

énd

Switch_2eServ#j

ntp clock- perlod 36028992
ntp server 192.168.3.254
end

Switch_1e#fi

ntp clock-period 36028801
ntp server 192.168.3.254
end

Switch RC#j

Status

active

act/unsup
act/unsup
act/unsup
act/unsup

Ports




ntp server 192.168.3.254
|
wsma agent exec
profile httplistener
profile httpslistener
|

Qsma agent config
profile httplistener
profile httpslistener
|

wsma agent filesys
profile httplistener
profile httpslistener
|

wsma agent notify
profile httplistener
profile httpslistener
|

;
wsma profile listener httplistener
transport http
|
wsma profile listener httpslistener
transport https
|

ap dotll airtume-fairness policy-name Defa
ap group default-group

ap hyperlocation ble-beacon

ap hyperlocation ble-beacon

ap hyperlocation ble-beacon

ap hyperlocation ble-beacon

ap hyperlocation ble-beacon

end

SWCOEUR#H

ntp clock-period 36028638
ntp server 192.168.3.254
end

SWDMZ_INTERNE#}}



ntp server 192.168.3.254

end

SWDMZ_INTERMEDIAIRE#}
ntp update-calendar

ntp server 192.16
|

énd

SWNET#l



